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About this Book
“Few things in life are less efficient than a group of people trying to write 

a sentence. The advantage of this method is that you end up with 
something for which you will not be personally blamed.” 

Scott Adams

Being three authors, we divided Embedded Networking with CAN and CANopen into 
three parts so that each of us could focus on one of them.

Part One “Using CANopen” (Chapters 1 through 4) by Olaf Pfeiffer focuses on CAN-
open up to the system integrator level. Any technician or engineer that needs to be able 
to configure and/or maintain a CANopen network will find the required knowledge to 
do so in this part. The last chapter in this part contains a step-by-step example of a net-
work configuration and test cycle.

Part Two “CANopen Engineering” (Chapters 5 and 6) by Christian Keydel is for engi-
neers that either need to have a detailed knowledge of how CAN and CANopen work 
or that will be developing their own CANopen devices. Different implementation 
methods are introduced and compared with each other.

Part Three “CANopen Reference” (Appendices) by Andrew Ayre is a pure reference 
section for all CANopen users. Key elements of CANopen are summarized in a way 
that allows for quick look-up. The core of this part is an Object Dictionary reference list-
ing all Object Dictionary entries specified by [CiADS301] and [CiADS302].

In this book we will often use text boxes to provide the reader with additional personal 
opinions, recommendations, experiences, goals and objectives. Although not always 
critical to the topic under discussion these texts often provide additional insight that 
might help the reader better understand how or why something was specified or im-
plemented.

Be sure to visit the companion website, www.CANopenBook.com for additional re-
sources, examples, downloads and much more.
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 1  Understanding Embedded 
Networking Requirements

“Everything should be as simple as it is, but not simpler.”
Albert Einstein

The intention of this first section is to lay a foundation of knowledge required to truly 
understand the terminology and issues typical to embedded systems and networked 
embedded systems. It was written with newcomers to embedded systems and embed-
ded networking in mind.

Readers with experience in this field should double check to see if all the terms 
explained in Section 1.1.3 are familiar to them.

For additional reading material, the reference section at the end of the book lists books 
about embedded systems; see in particular [Barr99], [Berger01], [Ganssle00] and 
[Ganssle03]. For additional information on process control see [Stenerson02].
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1.1 Embedded Networking for Beginners

1.1.1 What is “Embedded Networking”?

Since the introduction of the personal computer the semiconductor components 
receiving most of the attention by the media are the main processor (CPU) and the 
memory. One of the first things every computer user learns is that CPU performance 
and memory size continuously increase with time. Both improvements are based on 
technological changes and enhancements that allow chip manufacturers to pack more 
and more transistors into the same silicon area. So although chips are the same size 
and same price as in the past, greater performance becomes available.

Unfortunately, the effects these technological improvements have had on the other 
side of the scale receive far less attention, even though the consequences are reaching 
far into our everyday lives. On this other side of the scale chip manufacturers can 
build “low-performance” microcontrollers ever smaller and smaller. This not only 
makes them cheaper, but also brings down their power consumption.

As a consequence, intelligent electronics get embedded into more everyday products. 
Parents know that there are hardly any toys these days that do not have some elec-
tronics built in. Further examples of microcontrollers used in “embedded systems” 
are kitchen appliances, any sort of audio equipment, phones, and computer peripher-
als such as modems, printers, keyboards, etc.

Objective

In this chapter we describe the basic terms and technologies involved with 
“embedded networking” from a generic point of view, without getting into the 
details of how CANopen relates to them. If you have a lot of experience in both 
embedded systems and computer networks (preferably with real-time require-
ments), feel free to skip this chapter for now. If during further reading you 
detect knowledge gaps, come back to this chapter for a “memory refresh.”

Here we cover generic networking terms such as serial networks, master, 
slave, server, client, producer, consumer, point-to-point, multicast, broadcast, 
message triggering, time driven, event driven and change-of-state (COS). In 
addition, we will also look at terms and technologies used in embedded or 
industrial control systems, involving things like automation systems, field-
buses, real-time and performance requirements.
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The trend towards more affordable microcontrollers results in embedded systems 
which utilize several microcontrollers. Typically there is a need for a communication 
channel between those controllers embedded in a system, hence “embedded network-
ing.” Typical examples of such “multi-controller” embedded systems with communi-
cation requirements are cars and trucks, household appliances, lift/elevator systems 
and a whole array of industrial machinery.

1.1.2 Communication in the Automation Pyramid 

Industrial automation applications as used on factory floors contain most of the ele-
ments applicable to embedded systems and embedded networking. Looking at an 
embedded networking system from the industrial angle not only helps us to under-
stand basic communication requirements, but this model can also easily be adapted to 
a variety of embedded systems.

 

Figure 1.1 Communication in the Automation Pyramid
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This could include things such as how often to send a heartbeat message or which 
process variables are transmitted from where, to where, in which messages and when 
(triggering mechanisms).

1.3.6 Off-the-Shelf, Plug-and-Play 

One of the bigger challenges is the demand for off-the-shelf, plug-and-play support. 
For a network technology this means that nodes (like I/O modules, sensors, actuators, 
etc.) are available from several providers and are interchangeable. 

System designers that build a network can use these components and integrate them 
along with their own network nodes. This way only nodes with specific requirements 
would need to be developed from scratch. Generic I/O nodes would not need to be 
(re-)developed, but could be acquired from third party providers instead.

1.4 Introduction to CANopen from the Application 
Level

1.4.1 The Object Dictionary Concept

The core of any CANopen node is the Object Dictionary (OD), a lookup table with a 
16-bit Index and an 8-bit Subindex. This allows for up to 256 Subentries at each Index. 

Objective

In the previous sections we have examined general requirements for embed-
ded networks. In this section we would like to introduce CANopen and point 
out how many of the embedded networking requirements are met by CANo-
pen.

This section is an introduction to the primary functionality provided by CANo-
pen and is intended to give students a quick start into the main ideas of CANo-
pen.

The chapters following this section will repeat some of the basic information 
presented here and add technical details that are missing in this first overview 
of CANopen functionality.
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Each entry can hold one variable of any type (including a complex structure) and 
length. In the following sections the terms Index, Subindex and Subentry will be used 
when describing such Object Dictionary entries.

All process and communication related information/data is stored as entries in pre-
defined locations of the Object Dictionary. Unused entries do not need to be imple-
mented.

The Object Dictionary not only provides a way to associate variables with an Index 
and Subindex value, it also specifies a data type definition table. The entries starting at 
Index 1 are exclusively used to specify data types. Table 1.1 shows the first seven 
entries in the Object Dictionary defining some commonly used data types. The com-
plete listing of pre-defined data types is given in Chapter 2, Section 2.2.3. In addition, 
CANopen also supports application specific data types that can be added to the list of 
supported data types.

It should be noted that the entries mentioned above are only used to define data 
types, not to store any variables. The Object Dictionary entries beyond 1000h are used 
for variable storage; if an entry is specified to be of type “UNSIGNED16” then an 
alternate description of the data type (for example, used in electronically readable 
specifications) is used to indicate it is of data type 6.

As specified, the Object Dictionary satisfies the basic networking requirement of 
being able to define data types and place variables into the network nodes. If a specifi-
cation says that a node must have a variable called "X-Position" which is located at 

Index Data Type

1 BOOLEAN

2 INTEGER8

3 INTEGER16

4 INTEGER32

5 UNSIGNED8

6 UNSIGNED16

7 UNSIGNED32

Table 1.1 Object Dictionary Entries Starting at Index 1 Define Data Types
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 2  The CANopen Standard

“The most important thing in a programming language is the name. 
A language will not succeed without a good name. 

I have recently invented a very good name 
and now I am looking for a suitable language.”

Donald Knuth

This chapter focuses on the technical side of CANopen as specified by CiA DS301 
V4.02 (CAN in Automation Draft Standard, www.can-cia.org) [CiADS301] and 
EN50325-4 (Cenelec European Committee for Electrotechnical Standardization) and 
also introduced by [Farsi99]. Besides DS301, there are many additional CANopen 
related standards published by the CiA. These include several frameworks, device 
profiles and application profiles. An overview of these standards follows in the next 
chapter.

CANopen is “open” in three ways: First, CANopen is “open” because the technology 
is laid open and by itself does not require payment of any license fees.

Second, CANopen enables a network designer to combine both CANopen compliant 
and proprietary CAN nodes into one network. It just needs to be ensured that the 
CANopen nodes and the proprietary CAN nodes do not interfere with the CAN mes-
sage identifiers used by each other.
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Third, CANopen can easily be extended or customized towards a specific application. 
CANopen consists of a small set of mandatory functionality and a huge set of optional 
functionality. Only the mandatory functionality must be implemented in each node to 
be CANopen compliant. The system designer may pick from the pool of optional 
functionality exactly those functions needed for a particular application. In addition, 
CANopen is expandable and tolerates future functionality, even allowing manufac-
turers to implement functionality that is not yet available in the CANopen drafts or 
standards.

2.1 Using Identifiers and Objects 

One of the challenges for newcomers to any network technology is to catch up on the 
terminology used and understand the different terms and abbreviations. In CANopen 
the most often used words are “identifiers” and “objects.” However, there are many 
kinds of identifiers and objects in CANopen, so it is extremely important to recognize 
the differences.

There are 3 different kinds of “identifiers” within CANopen: the Node ID, the Object 
Dictionary Indexes, and the COB ID or CAN ID.

When explaining network protocol standards, tutors and authors face the 
“structuring challenge.” Do we explain the protocol stack bottom-up (starting 
at lowest level working upwards) or top-down (starting at highest level work-
ing downwards)? The benefit of a top-down approach is that one starts directly 
at the level to which the application interfaces. So it is up to each individual 
student or reader to follow along to her/his desired level of detail. In general, 
we stay with the top-down approach and only deviate from it if we think it 
helps to better understand the concept under discussion.

Objective

Newcomers to CANopen easily confuse some of the terms used. Often this is 
due to the confusing and sometimes conflicting usage of the words “identifier” 
and “object.” 

This section is intended to make you aware of this, and to clarify usage.
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2.2 The CANopen Object Dictionary

2.2.1 What is the Object Dictionary?

The Object Dictionary (called “OD” for short) is like a table that holds all network-
accessible data, and each CANopen node must implement its own Object Dictionary.

The Object Dictionary contains a description of the CANopen configuration and func-
tionality of the node it is stored in, and may be read and written to by other CANopen 
nodes. In addition, the Object Dictionary is used for storing application specific infor-
mation that is used by the node in which it is stored. This information can also be 
used by other nodes on the network.

By writing data to the entries in the Object Dictionary of a node (and sometimes by 
reading from them), the node can be instructed to perform an operation of some kind, 
for example sampling current temperature or G-forces and making the sampled data 
present in the Object Dictionary to be read by others.

By reading the entries in the Object Dictionary of a node, other nodes may find out 
some information about what the node does and how it operates. Whether complete 
descriptive information or only minimal information about the node is present in the 
Object Dictionary can vary from application to application depending on the require-
ments of the network design. However, some information in the Object Dictionary is 
mandatory and must be present. Which information is mandatory often depends on 
which CANopen features are implemented by the node.

Objective

This section introduces one of the core aspects of CANopen, the Object Diction-
ary.

The Object Dictionary was briefly discussed in Chapter 1, however this section 
will provide in depth information on how the Object Dictionary is organized, 
how to read the Object Dictionary entries in the CANopen specifications, the 
various types of entries, what the Object Dictionary contains and how to make 
accessing the Object Dictionary easy.
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• The access attributes are straightforward and indicate whether an entry can 
be read, written or both.

• The M/O or Category sections indicate if a specific entry or Subindex needs 
to be implemented or not for CANopen conformance.

2.3 The Electronic Data Sheets (EDS) and Device 
Configuration Files (DCF)  

In order to provide CANopen software tools such as monitors, analyzers and configu-
ration tools with a way to recognize which Object Dictionary entries are available in 
CANopen nodes, an electronically readable file format is required. CANopen speci-

Attribute Description
RW Read and write access

WO Write only

RO Read only

CONST Read only, Data is constant

Table 2.10  Access Attributes

Category Description
Mandatory Must be implemented

Optional May be implemented if desired

Conditional Must be implemented if certain other entries or features are 
implemented

Table 2.11 Categories

Objective

EDS and DCF file formats are used in CANopen to describe the Object Diction-
ary implemented in a specific node. In this section we point out how these files 
are generated, maintained and used.
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fies such a format called Electronic Data Sheet (EDS). An EDS is the electronically 
readable version of an Object Dictionary specification.

2.3.1 EDS Format and Editing

The format of the EDS is specified in [CiADSP306]. It is similar to that of Microsoft 
Windows “.ini” files and a regular ASCII-editor could be used to read and/or modify 
it. However, in order to be compliant with the standard, entries must not only have 
the appropriate parameters but several entries must also be cross-referenced. Thus 
trying to edit and maintain an EDS with an ASCII-editor, although possible, is not 
really practical. 

Excerpts from a typical EDS file:

[1018]

ParameterName=Identity object

ObjectType=0x9

SubNumber=3

[1018sub0]

ParameterName=Number of entries

ObjectType=0x7

DataType=0x0005

AccessType=ro

DefaultValue=3

PDOMapping=0

LowLimit=1

HighLimit=4

[1018sub1]

ParameterName=Vender ID

ObjectType=0x7

DataType=0x0007

AccessType=ro

DefaultValue=0x0400005A

PDOMapping=0

[1018sub2]

ParameterName=Product code

ObjectType=0x7

DataType=0x0007

AccessType=ro

DefaultValue=0x03

PDOMapping=0

[1018sub3]

ParameterName=Revision number
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restore of a node can be performed by reading the values from the DCF for the node 
and writing them to the Object Dictionary entries.

2.4 Accessing the CANopen Object Dictionary (OD) 
with Service Data Objects (SDO) 

2.4.1 Client and Server 

Each CANopen node not only implements its own Object Dictionary, it also imple-
ments a server that handles read and write requests to its Object Dictionary. So a mas-
ter or configuration tool acts as a client to that server and can send read or write 
requests to it. As an example, a configuration tool could send a request: "Node Num-
ber 5, I need to know what you have at Index 1000h, Subindex 00h." Node 5 would 
recognize the request and reply with a response: "Whoever requested it, here is the 
data that I have in my Object Dictionary at Index 1000h, Subindex 00h.”

2.4.2 Message Identifiers Used for SDOs

As discussed earlier, CANopen uses unique message identifiers – one message ID is 
only used for one purpose in an entire CANopen network (this is a requirement of the 
CAN arbitration feature that is explained in Section 5.2.8). There are some exceptions 
to this rule that are primarily used for specific configuration services during initializa-
tion, test or debugging.

As an example, a system could feature several digital I/O modules that are all 
implemented in accordance with an EDS for “generic I/O.” However, during 
operation some of these nodes might be configured to be exclusively inputs 
and others to be exclusively outputs. The specific configuration of each individ-
ual node is stored in its own Device Configuration File (DCF).

Objective

Now that we have a method for defining the data in a node (the Object Diction-
ary) that can be shared via the network, we need a method to access it. This sec-
tion explains the Service Data Objects (SDO) – the method used to implement 
generic access to the Object Dictionary of a node by using request and response 
messages.
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ple “dummy” entries that can be used for mapping such “unwanted” data in RPDOs. 
The Object Dictionary entries used for such dummy mapping are those from Index 1 
to 7 which are also used to specify some basic data types (see Section 2.2.3).

2.6 Network Management (NMT)

2.6.1 NMT Slave State Diagram

Every CANopen slave node must implement an NMT state machine that allows the 
slave to be in different operating states. The diagram in Figure 2.8 illustrates the major 
states a slave node can be in. It should be noted that some of these state transitions can 
be made automatically (by the slave themselves) where others can only be made upon 
receiving the corresponding NMT Master message. The NMT Master message can be 
directed at either individual nodes or at all nodes simultaneously. It contains the new 
state that the addressed node(s) should switch to.

Objective

This section explains the Network Management services available in CANo-
pen. These include the NMT Master message to start/stop nodes, node guard-
ing, heartbeat and emergencies.

We will also show which NMT services must be implemented on every CANo-
pen slave. This includes the NMT slave state machine.




