



















































































Chapter 4: Message Frame Architecture

4.7.2 ERROR DELIMITER

Per definition the error delimiter is represented by a sequence of 8 recessive bits. An error
reporting node, after completing the Error Flag, will send the first recessive bit to the bus. By
means of bit monitoring the node will continue sending a recessive level until the bus actually

turns recessive.

Eventually, all nodes in the network will output a recessive level to the bus and wait until the
bus is recessive as well. That can only be the case when all nodes have finished sending their
individual Error Flag and have sent the first bit of their individual Error Delimiter. As soon as
the bus is recessive, all nodes will continue with sending the remaining 7 bits of the Error

Delimiter.

This algorithm is used to synchronize all nodes towards the first bit of the Error Delimiter and
consequently to the next possible Start of Frame bit.

It also allows a node to determine whether or not it was the first error reporting node, which in

turn allows the determination and consequently the removal of defective nodes.

Picture 4.7.2.1: Receiving Error Example

Picture 4.7.2.1 refers to the Receiving Error example as described in the previous chapter (See

also picture 4.7.1.6).
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In this scenario two nodes are sending an error frame, including the error delimiter, at

different times:

1 The receiving node outputs a recessive level (first of 8 recessive bits of the error delimiter)

to the bus and through bit monitoring detects a dominant level, which determines that the

receiving node was the first to detect and report an error.

2 The transmitting node outputs a recessive level (first of 8 recessive bits of the error

delimiter) to the bus. Through bit monitoring it detects a recessive level and thus continues to

send the remaining 7 bits.

4.8 OVERLOAD FRAME

An Overload Frame is a special version of an Error Frame, but unlike an Error Frame is does
not cause the retransmission of the previous frame. Just like the error frame it contains of a 6-
Bit flag (Overload Flag), that can expand up to 12 bits on the bus (see Chapter 4.8.1 -
Overload Flag)'®, and an 8-Bit delimiter (Overload Delimiter). The total length of the Overload
Frame on the bus will be between 14 and 20 bit times.

End of Frame : : Interframe Space
«—— >
Field 6 Bits 8 Bits or Overload Frame

Overload  Overload
Flag Delimiter

Overload Frame

Picture 4.8.1: Basic Overload Frame Architecture

A node can request a delay between two Data or Remote Frames, meaning the Overload

Frame can only occur between Data or Remote Frame transmissions.

8 The variable length of the Overload Flag due to super positioning of several Overload Flags is mentioned
in the original Bosch specification, but the document fails to make exact statements. The super positioning
is not at all mentioned in the ISO 11898-1 standard.
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The total frame length is between 67 bits (0 data bytes = Remote Frame) and 131 bits (8 data
bytes).

Description Number of Bits

SOF 1

Arbitration Field 32

Control Field 6 39 Bits preceding data
Data Field 0...64 0...64 data bits

CRC Field 16

ACK Field

End of Frame Field

Interframe Space 3 28 Bits succeeding data

Table 4.12.3 : CAN Protocol Overhead (29-Bit Identifier)

The actual bandwidth use can be calculated by dividing the number of actual data bits by the
total frame length.

Number of data bytes | Total Frame Length | Bandwidth Usage
1 (8 bits) 78 bits* 10 %
8 (64 bits) 135 bits* 47 %

Table 4.12.4: Bandwidth Usage (29-Bit Identifier)

* Average bit stuffing is applied (see also Chapter 7.2 - Bit Stuffing).

As shown in table 4.12.4 the maximum bandwidth use (using an 29-Bit identifier) is 47%. This
number does not take into consideration the occurrence of remote, error, or overload frames.

Consequently, the realistic bandwidth usage will be somewhat less than 47%.
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Chapter

MESSAGE BROADCASTING

The broadcasting of messages in a CAN network is based on a producer-consumer principle.
One node, when sending a message, will be the producer while all other nodes are the

consumers. All nodes in a CAN network receive the same message at the same time.

In a multi-master network nodes may transmit data at any time. Each node “listens” to the
network bus and will receive every transmitted message. The CAN protocol supports message-

filtering, i.e. the receiving nodes will only react to data that is relevant to them.

Messages in CAN are not confirmed, because that would unnecessarily increase the bus traffic.
CAN assumes that all messages are compliant with the defined standard and if they do not,
there will be a corresponding response by all nodes in the network (see Chapter 8.1 - Error
Detection). All receiving nodes check the consistency of the received frame and acknowledge
the consistency. If the consistency is not acknowledged by any or all nodes in the network, the

transmitter of the frame will post an error message to the bus.

If either one or more nodes are unable to decode a message, i.e. either detect an error in the
message or are unable to read the message due to an internal malfunction, the entire bus will
be notified of the error condition. Nodes that transmit faulty data or nodes that are constantly
unable to receive a message correctly remove themselves from the bus (see Chapter 8.3 -

Fault Confinement) and thus allow restoration of proper bus conditions.
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The CAN standard also defines the request of a transmission from another node by means of a
remote frame. The remote frame and the requested data frame use the same message
identifier. They are, however, distinguished by the RTR bit (Remote Transmission Request)
during the arbitration process (see also Chapter 4 - Message Frame Architecture).

The following will explain with examples the two methods of message broadcasting, data
frame and remote frame broadcasting.

5.1 MESSAGE BROADCASTING WITH DATA FRAMES

Per definition, CAN nodes are not concerned with information about the system configuration
(e.g. node address), hence CAN does not support node IDs. Instead, receivers process
messages by means of an acceptance filtering process, which decides whether the received
message is relevant for node’s application layer or not. There is no need for the receiver to

know the transmitter of the information and vice versa.

All nodes in a CAN network receive the same message at the same time, meaning each node
“listens” to the network bus and will receive every transmitted message. The message filter

guarantees that the receiving nodes will only react to data that is relevant to them.

Picture 5.1.1 demonstrates the message broadcasting of a data frame, in this case in a four
node CAN network. It also provides a first, but very rudimentary look into the architecture of a
CAN controller. Each node represents a CAN controller, which, among many other function

blocks, accommodates a programmable message filter and a message buffer.

80



Chapter 5: Message Broadcasting

Node A Node B Node C Node D
Application ‘ | Application ‘ Appllcatlon [ Application ‘

RTR = Remote Transmission Request

s H R P _____
Bus Idle | O 11 Bit Identifier T | Control Field, Data Field, etc.
F R

RTR = 0: Data Frame

Picture 5.1.1: Data Frame Transmission

Note that a data frame is recognized by a dominant RTR (Remote Transmission Request) bit

(refer to Chapter 4 - Message Frame Architecture).

The data transmission/reception sequence is as follows (example):
» Node A transmits a message
» Nodes B, C and D receive the message

» Nodes B and D accept the message, Node C declines

This example demonstrates very clearly how flexible the broadcasting of messages can be.

The definition of message IDs and the setup of the message filter depends
solely on the application needs. Message IDs must be assigned during the

design phase and are usually hard-coded into the application.
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5.2 MESSAGE REQUEST WITH REMOTE FRAMES

Per definition, CAN nodes are not concerned with information about the system configuration
(e.g. node address), hence CAN does not support node IDs. Instead, receivers process
messages by means of an acceptance filtering process, which decides whether the received
message is relevant for node’s application layer or not. There is no need for the receiver to
know the transmitter of the information and vice versa.

All nodes in a CAN network receive the same message at the same time, meaning each node
“listens” to the network bus and will receive every transmitted message. The message filter

guarantees that the receiving nodes will only react to data that is relevant to them.

Picture 5.2.1 demonstrates the message broadcasting of a remote frame, in this case in a four
node CAN network.

Node A Node B Node C Node D
, Application ‘ | Application ‘ ‘ Application | [ Application ‘

[ ] i |

essage butrer

RTR = 1: Remote Frame

RTR = Remote Transmission Request

s H R f ------
Bus Idle | O 11 Bit Identifier T | Control Field, Data Field, etc.
F R

Picture 5.2.1: Message Request per Remote Frame

Note that a remote frame is recognized by a recessive RTR (Remote Transmission Request) bit

(refer to Chapter 4 - Message Frame Architecture).
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Chapter

Bus ARBITRATION

Since a serial communication system such as CAN is based on a two-wire connection between
nodes in the network, i.e. all nodes are sharing the same physical communication bus, a
method of message/data collision avoidance is mandatory to assure a safe data transfer and to
avoid delays resulting from the necessary restoration of proper bus conditions after the

collision.

A collision may occur when two or more nodes in the network are attempting to access the bus
at virtually the same time, which may result in unwelcome effects, such as bus access delays

or even destruction/damage of messages.

There are various methods of collision avoidance between the various fieldbus systems and in
most cases the collision avoidance is actually a collision “repair”, which requires an unspecified
bus recovery time, therefore taking up valuable bandwidth, and usually results in the

destruction of the message.

CAN averts message/data collisions by using the message ID of the node, i.e. the message
with the highest priority (= lowest message ID) will gain access to the bus, while all other

nodes (with lower priority message IDs) switch to a “listening” mode.

Not only is the CAN arbitration cycle accomplished in a predictable, i.e. constant, time, the

CAN specification also guarantees that low-priority messages who lost the arbitration will start
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a new arbitration as soon as the bus is available again. Thus CAN provides a non-destructive

bus arbitration.

6.1 PRINCIPLE OF Bus ARBITRATION

Chapter 4 - Message Frame Architecture explains the detailed structure of a CAN message
frame bit by bit. Picture 6.1.1 provides a closer look into the arbitration field of a CAN

message, in this case a CAN message with an 11 Bit identifier.

Slq-Rr
Bus |J| Message |3
F

Idle Identifier | g
Number
1
of Bits « 1l
Arbitration
~  Field

Picture 6.1.1: Arbitration Field

The arbitration field follows right after the SOF (Start of Frame) bit and it contains of the

message ID and the RTR (Remote Transmission Request) bit.

Per definition, CAN nodes are not concerned with information about the system configuration
(e.g. node address), hence CAN does not support node IDs. CAN data transmissions are
distinguished by a unique message identifier (11/29 bit), which also represents the message
priority. A low message ID represents a high priority.

High priority messages will gain bus access within shortest time even when the bus load is
high caused by lower priority messages.

Picture 6.1.2 shows an example where three nodes in a four node CAN network try to access

the bus at virtually the same time. In this example node C will win the bus access within 12
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clock times. At a baud rate of 1 MBit/sec this would translate into 12 microseconds. Naturally,

the bus arbitration time varies with baud rate and the message identifier length, 11 or 29 Bit.

Message Identifier
11 Bit - MSB First

1
5 9,87 s/5/4][3 2[1]0
S|
Node A| O Receiving Mode Bus Idle

< »

S *
Node B I-OL Receiving Mode Bus Idle
. § [ control Data Field CRCIACKT eor | 1Fs | Bus Idle
Field Field | Field
Node D Receiving Mode Bus Idle
Bus ’7 Bus Idle
A4 A\ 4
1 2 3 "~ RTR = 0 => Data Frame

Arbitration Phase
< »

Picture 6.1.2: Bus Arbitration Example

Before engaging into a detailed explanation of the arbitration process as shown in this

example, it is important to lay out the ground rules on which bus arbitration works.

6.2 MAIN RULES OF Bus ARBITRATION

The main rules of bus arbitration are:

» Bit wise arbitration across the Arbitration Field
Zero Bit = Dominant Bus Level, One Bit = Recessive Bus Level, dominant bit overrides
recessive bit
The CAN bus level will be dominant in case any number of nodes in the network output a
dominant level. The CAN bus level will only be recessive when all nodes in the network output

a recessive level.
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An equivalent from some electronics basics will explain the relationship between node output
and the resulting bus level as shown in picture 6.2.1.

Recessive Level = High

Bus Level

Dominant Level = Low

Picture 6.2.1: Open Collector Principle

This example uses three nodes in a CAN network, in this case represented by three transistors
in open-collector configuration (*Wired And”). The bus level will be at low level (dominant) in
case any number of transistors in the network output a dominant level. The bus level will only

be at high level (recessive) when all transistors in the network output a recessive level.

Node
A B C Bus
0 0 0 0
0 0 1 0
0 1 0 0
0 1 1 0
1 0 0 0
1 0 1 0
1 1 0 0
1 1 1 1

Table 6.2.1: Wired And
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Chapter

DATA TRANSFER SYNCHRONIZATION

There may be numerous nodes in a CAN network with each node using its own time reference
provided by their individual oscillators. There is no guarantee that all oscillators in the network
will be running absolutely synchronous. As a matter of fact, there will be oscillator tolerances,
due to environmental factors such as temperature or humidity, etc., and they need to be
compensated.

The falling (leading) edge of the SOF bit (transition from recessive to
dominant bus level), sent by the first node that attempts to access the

bus, serves as a mechanism to synchronize all CAN bus nodes.

The CAN data transfer provides only limited means for a “hard” synchronization of the bit
stream, namely the falling edge of the Start-Of-Frame Bit. The CAN bit stream is transmitted
based on the Non-Return-to-Zero bit coding principle, which provides a maximum of transport

capacity, but in turn lacks a sufficient number of signal edges for synchronization.
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In order to compensate for the lack of signal edges the CAN standard incorporated
mechanisms such as:

> Bit Stuffing to create a sufficient number of signal edges

» Continuous Resynchronization of the bit sample point

7.1 BitT CODING

There are various methods of bit coding, such as Non-Return-to-Zero (NRZ), Manchester,
Pulse Width Modulation, and others, which can be distinguished by the number of necessary
clock times per bit.

The effect of bit coding according to Non-Return-to-Zero principle (NRZ bit coding) is that the
bit level remains constant during the entire bit time (See example in picture 7.1.1), which,
however, posts a node synchronization problem during the transmission of larger bit blocks of
the same polarity.

Recessive Bit Level

Bit 1 Bit 2 Bit 3 Bit 4 Bit 5 Bit 6 Bit 7 Bit 8

Dominant Bit Level

Picture 7.1.1: Sample bit stream according to NRZ bit coding

The Manchester bit coding, for instance, is designed in a way that it provides an edge, raising
(0" level) or falling ("1” level), during each bit time, which provides sufficient signal edges for

synchronization between sender and receiver.
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NRZ

Manchester

Picture 7.1.2: Comparison NRZ and Manchester bit coding

As demonstrated in picture 7.1.3, the Manchester bit coding also limits the transport capacity
by requiring higher frequencies (actually twice the frequency) for the same baud rate (bits per

second).

NRZ

Bit 1 Bit 2 Bit 3 Bit 4 Bit 5 Bit 6 Bit 7 Bit 8

\ Manchester

Picture 7.1.3: Sample bit stream, NRZ and Manchester

Bit Coding according to Non-Return-to-Zero principle:
e Provides highest transport capacity
e Has constant bit level over bit time
e Lacks sufficient signal edges for synchronization of bit stream
e Requires “Bit Stuffing”
e Requires additional continuous bit synchronization
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Bit Stuffing, i.e. the insertion of an additional bit of reversed polarity after a series of bits of
the same polarity, provides a higher number of signal edges and assures that the maximum
allowable time between two signal edges will not be exceeded. The downside, however, is that
Bit Stuffing increases the CAN protocol overhead and in consequence reduces the data
bandwidth.

7.2 BIT STUFFING

The CAN standard allows only 5 consecutive bits of the same polarity between the SOF bit and
(including) the CRC Field of a message frame; every bit stream of more than 5 bits of the
same polarity, dominant or recessive, is considered an error condition. As a matter of fact,
CAN uses this rule to send an error frame, which contains of (minimum) 6 consecutive
dominant bits. Each node in the network will recognize the violation of the standard and

initiate appropriate responses.

In order to transmit or receive data that contains more than 5 bits of the same polarity the
CAN standard requires the insertion (by the sending node) and filtering (by the receiving node)
of a complimentary bit of reversed polarity, the so-called Stuff Bit.

The ground rules for bit stuffing are:
e Sender inserts a complementary Bit ("Stuff Bit”) of reversed polarity after 5 successive
Bits of the same level
e Receiver filters the complementary Bit

e Bit stuffing is not allowed in the static format fields of a CAN frame

Checksum Applied

A
Bus || Message |R[cControl - CRC
1die |2| 1dentifier || Field e sequence | |C EOF | IFS | Bus Idle

Bit Stuffing Applied

CAN Data Frame

Picture 7.2.1: Bit Stuffing Range
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Bit stuffing is allowed in the following fields of a CAN message frame:

YV V VYV V

Start of Frame
Arbitration Field
Control Field
Data Field

CRC Sequence

Bit Stuffing is not allowed in the static fields of a CAN message frame:

YV V V

CRC Delimiter
Acknowledgement Field
End of Frame Field
Intermission Field

(see also Chapter 4 - Message Frame Architecture)

Error and Overload Frames are transmitted without Bit Stuffing.

The advantages of bit stuffing are:

>

Bit stuffing provides additional signal edges for data transfer synchronization after 5
Bits
Bit stuffing provides the means to signal and cause an error frame (see Chapter 4.7 -

Error Frame)

Picture 7.2.2 demonstrates the use of a stuff bit:
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Chapter

ERROR DETECTION AND FAULT CONFINEMENT

The CAN standard utilizes a series of error detection mechanisms which contribute to its high

level of reliability and error resistance (see Chapter 8.1 - Error Detection).

The reliability of CAN has been calculated in a mathematical model. Here
is an example using the following parameters and conditions:

e 1 Biterror every 0.7 sec

e Baud rate of 500 kBit/sec
Feas ‘Uﬁfﬂw UYe! e Operation of 8 hours/day and 365 days/year

e According to this model the Residual Error Probability will be 1

undetected error in 1000 years.>8

Fault Confinement guarantees proper network functionality and a continued availability of the
data transportation system by adjusting the behavior of defective nodes, even up to a point

where a node may remove itself from the network (self-retirement).

38 Source: CAN-in-Automation
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8.1 ERROR DETECTION

CAN provides the following procedures to detect errors during a frame transmission:

> Bit monitoring
Transmitters compare the transmitted level bit by bit with the corresponding level on
the bus.

» Checksum Check
Each CAN data or remote frame includes a 15 bit CRC.

» Variable bit stuffing with a stuff width of 5
A violation of the bit stuffing rule is considered a “bit stuffing” error.

» Frame Check
Each transmitting node as well as any receiving node operating within the established

specifications will check the consistency of the transmitted frame.

> Acknowledge Check
All receiving nodes in a CAN network will check the consistency of the received frame
and acknowledge a consistent frame or renounce an inconsistent frame. It is the
responsibility of the transmitting node to check the acknowledgment (or lack thereof)

and send an error frame in case the frame is reported to be corrupt.

8.1.1 BIT MONITORING
CAN nodes transmitting a message to the bus also monitor the bus and compare the
transmitted level bit by bit with the corresponding level on the bus. A bit error is detected

when the transmitted bit level differs from the monitored bus level.

However, there are exceptions:
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» A dominant bit on the bus will not lead to a bit error when a recessive bit is
transmitted during arbitration.

» A dominant bit on the bus will not lead to a bit error when a recessive bit is
transmitted during the ACK slot.

» A node sending a passive error frame (6 consecutive recessive bits) and detecting a
dominant bit will not interpret this as a bit error (see also Chapter 8.3 - Fault

Confinement).

Bit monitoring not only allows global error detection within the network, but also allows the

location of the error source (local error detection).

8.1.2 CHECKSUM CHECK
The 15 bit CRC Segment (CRC = Cyclic Redundancy Code) in a data or remote frame contains

the frame check sequence spanning from SOF (Start of Frame), through the arbitration field,
control field and data field. Stuffing Bits are not included (see also Chapter 7.2 - Bit Stuffing).

Checksum Applied

< »
Bus |S| Message |R[Control - CRC [A ‘
Idle g Identifier ; Field Data Field S e EOF IFS | Bus Idle

Bit Stuffing Applied »

CAN Data Frame

Picture 8.1.2.1: Checksum Application Range

The frame check sequence is derived from a CRC (BCH = Bose-Chaudhuri-Hocquenghem code)

best suited for frame lengths of less than 127 bits.*®

39 More information on the BCH code can be gathered from:
Information Theory, Coding and Cryptography

By Ranjan Bose

ISBN 0-07-048297-7
http://www.tatamcgrawhill.com/digital_solutions/bose/preface.htm
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Chapter

PHYSICAL LAYER

The ISO/OSI Reference Model specifies 7 levels beginning with the physical connection up to

the actual user application, i.e. the Application Layer.*°

Application Software

A 7. Application Layer £ _
©° o
g
e 6. Presentation Layer 4
o o |
9 ; 9
G 5. Session Layer 8
o] @
=) S )
T 4. Transport Layer 5
2 =
2 2
v 3. Network Layer <\/Z

‘2. Data Link Layer

‘1. Physical Layer

Picture 9.1: ISO/0SI 7 Layer Reference Model

*° For more information on the OSI Reference Model refer to:
CertificationZone.com OSI Reference Model Pocket Guide
by Howard C. Berkowitz - ISBN: 1890911143
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The standard CAN implementation bypasses the connection between the Data Link Layer and
the Application Layer in order to save on valuable memory resources by minimizing the
overhead and, as a result, gaining performance as needed for embedded solutions with limited
resources. After all, all layers above the Data Link Layer require additional software resources
(higher layer protocols).

The CAN Data Link Layer is, to a certain degree, documented in the Bosch CAN Specification
Version 2.0 and the ISO 11898-1 Standard. A documentation of the CAN Physical Layer is

available through two documents:
1. ISO 11898-2 concentrates mainly on the physical signals on the CAN bus.
2. CiA Draft Standard DS-102 recommends hardware connections and baud rates.®

The following sections are designed to provide an overview of the CAN Physical Layer,
however, in the sense of being a “comprehensible guide”. For complete details on the exact
CAN bus signals please refer to the data sheets of the respective CAN Transceivers (See
Chapter 9.5 - Bus Connection).

In all consequence, a description of the physical CAN layer must also include topics such as Bit
Coding, Bit Timing and Synchronization, Phase Error and Resynchronization, etc., which has
already been detailed in Chapter 7 - Data Transfer Synchronization. These topics relate,
however, to internal CAN controller functions, while the following chapters describe “external”

topics.

9.1 Bus TOPOLOGY

Picture 9.1.1 demonstrates a sample CAN network. All nodes are connected by two wires,

CAN_H and CAN_L. The bus line is terminated by resistors, which are typically 120 Q and are

%0 DS-102 is a mere 5 page document that, besides the recommended pin assignment of a CAN connector
and CAN baud rates, contains primarily references to documents such as the Bosch CAN Specification, ISO
11898, and even a meeting protocol, that is not available anymore.
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necessary to suppress any electrical reflections on the bus. The termination resistors should
always be connected at both ends of the bus; they should never be physically attached to a
CAN node, because the bus would lose proper termination in case this specific node is being

removed.

Node Node Node

120 Q 120 Q

CAN_L

Picture 9.1.1: Bus Topology

CAN_L and CAN_H represent the physical connection between CAN
nodes; they do not represent actual voltage levels. CAN_H will be at
(nominal) 3.5 V during a dominant bit, while CAN_L will be at 1.5V,
which makes CAN_H the higher voltage. This may be the reason the

creators of the CAN standard chose to use this terminology.

According to ISO 11898-2 the termination resistor should be in the range of 100...130 Q, but
should typically be at 120 Q, with a minimum power dissipation of 220 mWatts. Deviations
from the nominal value of 120 Q are possible, depending on the actual bus topology and the
baud rate. As a rule of thumb, the lower the termination resistor the lower is the number of

possible nodes in the network.
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Chapter

SUMMARY

As was detailed in this Comprehensible Guide, Controller Area Network is superior to any other
field-bus system in regards to low cost, the ability to function in a difficult electrical
environment, a high degree of real time capability, excellent error detection and fault
confinement capabilities and, almost contradictive to the previously mentioned features, ease

of use.

The ingenious design of CAN is one of the deciding factors that will guarantee a long life span

of the technology, despite the emergence of newer technologies claiming better performance.

During the years, since the publication of the CAN standard, there has been the quest to
create and establish better and faster field bus technologies, but none of them has managed to
replace CAN as of yet. The development of higher layer protocols opened the way into
industrial automation, even highly complex and demanding tasks such as motion control.

CANopen, for instance, is an adequate technology to handle in excess of 90% of all motion
control tasks in the automation industry. This is guaranteed by the principle of distributed
control. The actual crunching work is accomplished by the nodes in the network, in case of
motion control, the motion controller. For the vast majority of industrial automation tasks,
CANopen is quite able to provide the communication means between nodes even up to real-

time synchronization.
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Currently there are activities to promote field bus technologies based on Ethernet, which
definitely provide higher performance in regards to inter-node communication and they may
have a chance to replace CAN in the long run. Higher performance is definitely the answer to,
for instance, high-speed high-precision robotics, but such demanding automation tasks cannot
be considered daily business for the average automation engineer.

The promoters of Ethernet-based field bus technologies do a great job explaining the technical
advantages, but they fall short when it comes to explaining the considerable resources needed
to integrate their technology, may it be the implementation of non-standard hardware or

(considerable) software license fees.

As long as new technologies are not able to match the price over performance ratio of CAN and
its higher layer protocols, they will not manage to replace Controller Area Network as the

“best-choice” field bus technology for industrial automation.
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Bit Timing During Bus Arbitration, 104
bit timing synchronization, 99
Bit wise arbitration, 87
Bose-Chaudhuri-Hocquenghem code, 119
bus arbitration, 87

Bus Arbitration, 17

Bus Arbitration Example, 90
bus arbitration time, 87

Bus Connection, 137

bus latency time, 139

Bus Length, 72

Bus Medium, 134

Bus Signal Level, 136

Bus Topology, 132

Bus-Off, 125

CAN 2.0A, 53

CAN base frame format, 53
CAN Controller, 138

CAN Controller Firmware, 22
CAN extended frame format, 53
CAN in Automation, 10

CAN Node Delay Time, 102
CAN standard 2.0A, 54
CAN_GND, 142

CAN_H, 132, 136, 138, 142
CAN_L, 132, 136, 138, 142
CAN_SHLD, 142
CAN-in-Automation, 4
CANopen, 22, 26, 28
Checksum, 36, 43

Checksum Check, 118, 119
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CiA, 10 End of Frame Field, 75, 77, 121
CiA Draft Standard DS-102, 73, 132, 140 End-of-Frame Field, 51
collision avoidance, 85 EOF, 36, 43, 51
Connectors, 141 Error Active, 125

Control Field, 36, 43, 46, 53, 75, 77 error counters, 127
Controller Area Network, 2, 3 Error Counting, 127

CRC, 48, 118, 119, 122 error delimiter, 57

CRC check, 122 Error Delimiter, 61, 65
CRC Delimiter, 121 Error Detection, 18

CRC Delimiter Bit, 48 error flag, 57

CRC error, 60 Error Flag, 59

CRC Field, 36, 43, 48, 75, 77 error flag length, 58, 64
CRC Segment, 119 Error Frame, 14, 32, 57
CRC Sequence, 48, 62 Error Passive, 125

Cyclic Redundancy Code, 119 Error Recovery Time, 58
Cyclical Recovery Checking, 48 Error Signaling, 122

Data and Remote Frames, 36 Error Status, 126

Data Field, 36, 43, 48, 75, 77 extended format, 53

Data Frame, 14, 31, 37, 43 Extended Format, 55

Data Frame Architecture, 43 Fault Confinement, 18, 123
Data Frame Transmission, 81 Frame Check, 118

Data Frames, 80 Frame Check Error, 121
Data Length Code, 39, 47 frame check sequence, 48
Data Link Layer, 22, 23, 27 Frame Length, 71
DeviceNet, 22, 26, 28 Hard Synchronization, 106
differential voltage, 136 Higher Layer Protocols, 26
Differential Voltage, 139 IDE, 46, 53, 55, 56

DLC, 39, 47 Identifier Extension, 46, 56
dominant, 134 IFS, 43

Dominant and Recessive Bus Level, 32 Information Processing Time, 102
DS-102, 73, 132, 140, 141 Interframe Space, 43, 52, 68, 70, 75, 77
D-Sub connector, 141 Intermission Field, 121
electromagnetic interferences, 137 Internal Delay Time, 102
EMI, 137 ISO 11898, 10

End of Frame, 36, 43 ISO 11898-2, 132
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ISO/0OSI Reference Model, 22, 26, 131

J1939, 22, 26, 53
Manchester, 94

maximum bus length, 134
Maximum Bus Length, 139
maximum frequency tolerance, 114
Message Broadcasting, 15
message buffer, 80

message filter, 80, 82
Message Frame Format, 43
message ID, 86, 89, 90
Message Priority, 16

Message Request, 82
message-filtering, 15
Minimum Time Quantum, 105
multi-master, 79
Multi-Master Bus Access, 14
negative phase error, 113
Nominal Bit Time, 100
Non-Return-to-Zero, 94, 99
NRZ, 94, 99

Open Collector Principle, 34
oscillator frequencies, 99
oscillator frequency, 105, 114
Oscillator Frequency Tolerance, 114
Overload Delimiter, 66, 69
Overload Flag, 66, 68
Overload Flag length, 68
Overload Frame, 14, 32, 66
phase buffer 1, 110

phase buffer 2, 110

phase buffer lengths, 110
Phase Buffer Segment, 101
phase buffers, 109

phase error, 108, 109, 113

Phase Error, 108

Phase_Seg, 101

Phase_Segl, 101, 105

Phase_Seg2, 101, 105

physical CAN layer, 132

Physical Layer, 23

prescaler, 105

producer-consumer principle, 15

Prop_Seg, 101, 103, 105

Propagation Time Segment, 101, 103, 105

Propagation Time Segment Length, 102,
105

Pulse Width Modulation, 94

Reactive Overload Frame, 67

receive error counter, 124, 127

Receiving Error, 62, 65, 123

Recessive, 134

Recommended Baud Rates, 140

Remote Frame, 14, 31, 39, 43

Remote Frame Architecture, 43

Remote Frames, 82

Remote Transmission Request, 38, 39, 56,
81, 82, 84

Restart Of Internal Bit Timing, 103, 107

resynchronization, 101

Resynchronization, 94, 107, 108, 110

resynchronization jump width, 114, 115

Resynchronization jump width, 111

Resynchronization Jump Width, 101, 106

RTR, 38, 39, 56, 81, 82, 84

SAE, 29, 53

SAE J1939, 28, 53

self-retirement, 124

Siw, 111, 112, 116

Society of Automotive Engineers, 29, 53
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SOF, 36, 43, 45, 75, 77

SRR, 56

standard format, 53

Standard Format, 55

Start of Frame, 43, 45

start-up routine, 127

Stuff Bit, 96

Substitute Remote Request, 56
super positioning, 61, 68
superposition, 58

Sync_Seg, 101, 103, 105, 108, 109
Synchronization, 99, 106

synchronization segment, 103
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Synchronization Segment, 101
termination resistors, 132
time quantum, 105
transceiver, 135, 137
Transceivers, 132
Transmission Times, 71
transmit error counter, 124, 128
Transmitter error counter, 125
Transmitting Error, 60, 123
Vairr, 136

Wired And, 34, 88, 136
Wiring, 141

Wiring Topology, 134
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